Key Length = = 128bit or 192bit 

KeyExpansion ( byte Key [ 4 * Nk] word W [ Nb * ( Nr + 1 ) ] 
{ 

for ( i = 0 ; i < Nk ; i++ ) 

W [ i ] = ( Key [ 4 * i ] , Key [ 4 * i + 1] . Key [ 4 * i + 3 ] ) ; 
for ( i = Nk ; i < Nb * ( Nr + 1 ) ; i ++ ) 



temp = W [ i - 1 ] ; 
if ( i % Nk = = 0 ) 

temp = Sub Byte ( Rot Byte ( temp ) ) ~ Rcon [ i / Nk ] ; 
W[i] = W[i-Nk]" temp ; 



Key Length = = 256bit 

KeyExpansion ( byte Key [ 4 * Nk] word W [ Nb * ( Nr + 1 ) ] 
{ 

for ( i = 0 ; i < Nk ; i++ ) 

W [ i ] = ( Key [ 4 * i ] , Key [ 4 * i + 1] , Key [ 4 * i + 3 ] ) ; 
for ( i = Nk ; i < Nb * ( Nr + 1 ) ; i ++ ) 



temp = W [ i - 1 ] ; 
if ( i % Nk = = 0 ) 

temp = Sub Byte ( Rot Byte ( temp ) ) ~ Rcon [ i / Nk ] ; 
else if ( i % Nk = = 4 ) 

temp = Sub Byte ( temp ) ; 
W [ i ] = W [ i - Nk ] * temp ; 
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Matrix Operation — -3 
( Decryption ) 

I Selector A M 93 



Inverse 
Operation 
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During Encryption 
selector A : 1 
selector B : 2 

During Decryption 
selector A : 2 
selector B : 1 



Fig. 10 
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Fig. 11 
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Fig. 12 



SHIFT REGISTER 

<7 I X G I x 5 I x 4 I x 3 I x 2 I x 1 I x 0 
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Fig. 13 
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x 5 x 4 x 3 x 2 Xl x 0 



SHIFT REGISTER 
I 0 I 1 I 1 I 0 I 0 I 0 I 1 I 1 



416 



3 XOR Circuits 



i y 7 1 v 6 1 v 5 1 v 4 1 v 3 1 v 2 1 vi |y 0 h ^ 4 

SHIFT REGISTER 



Fig. 14 



